
 

 

Memorandum 
 

TO: Greg Russ, Executive Director 
 
FROM: Susan C. Cohen, General Counsel 
 
RE: Commissioner access to private data or information 
 
DATE: September 14, 2011 
 
 
 You have asked me to review what access Boards of Commissioners have to 
otherwise private information or data that is kept by the housing authority. In particular, 
you have asked me to review whether it is permissible for a commissioner to view 
security tapes of a particular development.   
 

I have concluded that information that is not public is not automatically accessible 
by individual commissioners. If in the course of the business of the housing authority, a 
particular matter arises that must be brought to the commissioners for deliberation in 
executive session, the Executive Director can bring the matter to the Board as a body. No 
individual commissioner has authority to view otherwise confidential information held by 
the housing authority. 

 
In order to place this matter in context, I summarize below the roles of a Board of 

Commissioners and the Executive Director in connection with the operation of a housing 
authority, and review the legal underpinnings related to privacy, public information, and 
open meetings. 
 
Role of Board of Commissioners1 
 
 The responsibility for operation of a housing authority, like that of a corporation, 
is divided between the Board of Commissioners and the Executive Director. It is often 
stated that the role of the Board is to set policy, and the role of the Executive Director is 
to oversee implementation of policy and the operation of the organization on a day-to-day 
basis. 
 “Policy” is defined as the general principals that govern the operation of the 
housing authority. Examples of policies would be the Admissions and Occupancy Policy 
of the housing authority, the Reasonable Accommodation policy of the housing authority, 
the Personnel policy, etc.  This is in contrast to operational functions of the staff on a 
day-to-day basis, that carry out the policy set by the Board. 
 

                                                
1 My source of authority throughout where not otherwise cited is Nonprofit Governance 
and Management, Editor,Victor Futter, American Bar Association, (1997, 2002), and 
HUD Board of Commissioners Training, “Back To Basics”, available on the HUD 
website. 



 

 2 

 However, the Board’s responsibilities go far beyond setting policy, and may be 
summarized under the general heading of “accountability”. The Board is responsible to 
insure that the Executive Director (“the ED”) is fulfilling his/her responsibility in a 
competent and responsible way, and to authorize the ED to take significant actions. Thus, 
the Board has the following responsibilities: 
 

Selection of ED: Perhaps one of the most important decisions the Board 
makes is selection of the Executive Director, as the well-being of the 
organization will depend on the capability of it chief executive. 

 
Finances: The Board is responsible for approving the budget, and 
authorizing contracts.  
 
Program Oversight: The Board should receive regular reports and 
information that insure that the programs of the authority are being 
carried out competently and with integrity. 
 
Legal: The Board is responsible for insuring that the housing authority is 
being operated in compliance with the law. It is also responsible for 
fulfilling its own responsibilities in compliance with the law. The Board 
must insure that the authority and the Board itself follow laws such as 
conflict of interest (M.G.L. c.268A, 760 C.M.R. 4.04), privacy (M.G.L. 
c. 66A and 760 C.M.R. 8), public records (M.G.L. c.66), and Open 
Meeting (M.G.L. c.30A §§18-25). 

 
An important distinction must be made: the Board acts as a body. 

Individual commissioners do not have authority to act unilaterally. While certainly 
commissioners can make inquiries about implementation and operation of the agency, 
only the Board as a whole can give direction to the executive. 

 
  Each individual commissioner must act in the best interests of the 

authority. Any information they receive in the course of their duties must be kept 
confidential and utilized only in relation to the business of the authority. No individual 
commissioner can act for or on behalf of a third party in connection with the business of 
the authority. Any information that is disclosed in executive session must be kept 
confidential for so long as the purpose for the executive session continues. Only the 
Board as whole can determine that the purpose no longer continues.2 

 

                                                
2 See, M.G.L. c.268A§23 (c) “No current or former officer or employee of a state, county 
or municipal agency shall knowingly, or with reason to know… (2) improperly disclose 
materials or data within the exemptions to the definition of public records as defined by 
section seven of chapter four, and were acquired by him in the course of his official 
duties nor use such information to further his personal interest.” Also see other sections 
of c.268A and 760 C.M.R. 4, re: standards of conduct of public officials, and M.G.L. 
c.30A §22 regarding confidentiality of executive session. 
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  Board members who request information about the administration of the 
housing authority are of course entitled to receive it, so long as it is a public document. 
However, there are specific types of information that are not public, for instance, private 
data about specific tenants or applicants, see 760 C.M.R. 83, providing that 
commissioners have no right to private data unless it is necessary to disclose in the course 
of the duties of the Board, for instance, in the case of an appeal or hearing. 

 
Security information is another specific exclusion from the definition of 

public records. Pursuant to M.G.L. c.4§7(26)(n), such records are exempt from disclosure 
as public records, as they pertain to “safety measures” or “any other records relation to 
the safety of persons, buildings, structures, facilities…the disclosure of which…is likely 
to jeopardize public safety.” 

 
  To the extent that the audio or video records disclose the identities of 
persons living in the buildings, disclosure also violates M.G.L. c.66 as it would provide 
data that could lead to the identification of a specifically named individual. 

 
 
Role of Executive Director 
 

The Executive Director is responsible for the day-to-day administration of 
the authority, including the following functions: 

 
• hiring, training, supervising, leadership 
• program development and operation 
• quality control 
• procurement 
• budget preparation 
• monitoring for fraud and abuse 
• keeping commissioners informed 
• assure that the policies of the board are carried out 

 
In general, it is considered inappropriate for the Board to interfere in the 

day-to-day operations, both because it can be disruptive to the operation of the authority, 
but also because it interferes with the authority that is delegated to the ED. 

 

                                                
3 760 C.M.R. 8.04(5) “ Access bv Holder Personnel and Board Members. A Holder shall: 
(a)   design personnel procedures which limit the number of employees whose duties involve access to 
personal data and train existing personnel concerning standards of confidentiality and security required by 
760 CMR 8.00; 
(b)   permit only those employees whose duties require access to have access to personal data; and 
(c)   strictly limit board member access to personal data concerning an applicant or tenant to situations 
where there is a need for access in order for the board to conduct business properly.” 
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Discussion 
  
 In evaluating the request of an individual commissioner to view security tapes at a 
specific location, the above principals would apply. The security measures taken by a 
public housing authority are not public information. This is the case because of the safety 
of tenants, employees, and the public is at stake. The Executive Director is responsible 
for insuring safety and for implementing any security policy that is applicable. Location 
of video cameras and the nature of the information that is gathered as a result falls within 
the parameters of the responsibilities of the ED for day-to-day operations. Evaluation of 
that data also falls within the duties of the ED and his/her selected staff.   
 
 The Board of Commissioners would be within its scope of authority to request a 
report from the ED regarding the effectiveness of security measures. However, access to 
the actual data by an individual commissioner crosses the line into the operational arena, 
and is potentially compromising to the security plan itself and the privacy of individuals 
who are depicted in the images. In the rare event where such information was essential to 
the Board in order for the Board as a whole to exercise its responsibilities, any 
information gleaned would be strictly confidential and could not be disclosed to anyone 
outside the agency or to any employees who were not actually engaged in 
implementation of security plans. 
 

 
   


